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The Data Protection Act 1998 (DPA) and later updates controls how personal information 

is used by organisations, businesses and the government. Everyone responsible for using 

data must follow strict rules called Data Protection Principles. They must make sure the 

information is: 

1. Used fairly and lawfully 

2. Used for limited, specifically stated purposes 

3. Used in a way that is adequate, relevant and not excessive 

4. Accurate 

5. Kept for no longer than necessary 

6. Handled according to people’s data protection rights 

7. Kept safe and secure 

8. Not transferred outside the EEC without adequate protection 

There is stronger legal protection for sensitive information such as: 

• Ethnic background 

• Political opinions 

• Religious beliefs 

• Health 

• Sexual health 

• Criminal records 

In May 2018, a new General Data Protection Regulation (GDPR) will be introduced. The 

new data protection principles will be: 

1. Lawfulness, fairness and transparency 

2. Purpose limitation 

3. Data minimisation 

4. Accuracy 

5. Storage limitation 

6. Integrity and confidentiality 

7. Accountability 

Processing of personal data revealing racial or ethnic origin, political opinions, religious or 

philosophical beliefs, or trade union membership, and the processing of genetic data, 

biometric data for uniquely identifying a natural person, data concerning health or data 

concerning a natural person’s sex life or sexual orientation shall be prohibited (subject to 

exceptions and strict controls). Article 9 

The Company is legally required to give individuals a copy of information we hold about 

them, if requested. According to the GDPR, this should be done within 30 days of receiving 

the request. If individuals think the Company has misused their data, they should tell us as 

soon as possible and, if unhappy with our response, they should contact the Information 

Commissioner’s Office (ICO) -  www.ico.org.uk  

  

http://www.ico.org.uk/
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The Company can process personal data if it is necessary: 

1. For performance of a contract or prior to entering into a contract 

2. For compliance with a legal obligation 

3. To protect the vital interests of the Company or an individual 

4. For performance of a task in the public interest 

5. For purposes of legitimate interests provided these are not overridden by 

fundamental rights and freedoms of an individual (especially a child) 

Consent given by ticking a box at Terms & Conditions (or similar) will be treated as a last 

resort. Employees and volunteers need to be informed and give consent for the processing 

of their personal data. 

This affects data the Company needs to undertake its business, for example: 

• Recruitment of staff and volunteers 

• Employee payroll, pension, training and development 

• Company membership list  

• Room hirers 

• Suppliers of goods and services 

If the Company has a data breach, we must report ourselves to the ICO. 

It is recommended that the Company has a Privacy Notice. There is no official GDPR 

template for this yet but, as an interim measure, a draft is attached for approval. 

CCTV 

While CCTV systems are not regulated as such, the personal information contained in the 

images captured by them is regulated by the DPA. The ICO produced a Code of Practice in 

2008 and conducted a consultation in 2014 to revise it. A CCTV Strategy for Scotland was 

published in 2011 – www.gov.scot/Publications/2011/03/18085554/1 

Signs must be displayed which are clearly visible and legible, notifying the public that CCTV 

monitoring is taking place in the area and must include a contact telephone number. All 

signs must comply with the DPA. 

The DPA does not prescribe any specific minimum or maximum retention periods. 

Retention should reflect the Company’s purposes for recording images and would normally 

be stored for a maximum of 30 days. Images should not be kept for longer than 

necessary. 

To ensure good governance, the Company will establish: 

1. The purpose of recording CCTV data (e.g. to ensure the security of community 

buildings and safety of those who use them) 

2. Who is responsible for controlling the information (e.g. the Community Development 

Manager and nominated Director) 

3. How the information will be stored and used (depends on the system installed) 

4. To whom it will be disclosed (e.g. law enforcement agencies) 

http://www.gov.scot/Publications/2011/03/18085554/1

